Would you be ready?
43% of small businesses don’t have a business
continuity, disaster recovery or crisis management
plan in place. A major loss or disaster could put
them out of business. Make sure it doesn’t happen
to you with our quick and simple resilience tips.
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Cyber tips
Just under half (46%) of all businesses have identified
at least one cyber security breach or attack in the last
12 months (38% micro-firms, 52% small firms and 66%
medium firms). Protecting yourself could be easier than
you think.1
Reduce your chances of becoming a victim of
cybercrime with these six steps. It could save time,
money and even your business’ reputation. For more
information on how to execute each tip, head to
https://www.ncsc.gov.uk/smallbusiness

Top tips for small businesses around cyber attack
You can also get security
certification under the Cyber
Essentials scheme. It’s a
great way to demonstrate to
your clients (or prospective
clients) that you take the
protection of their data
seriously.

1
The Department for Digital, Culture, Media and
Sport’s ‘Cyber Security Breaches Survey 2017’
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Back up your data

Use passwords to protect your data

– Identify what data you need to back up
– Make backing up part of your everyday
business
– Keep your backup separate from your
computer (e.g. Cloud storage)

– Make sure you switch on password
protection
– Use two-factor authentication for 		
‘important’ accounts
– Avoid using default or predictable
passwords
– Help your staff cope with ‘password
overload’

Protect your organisation from
viruses and malware
– Switch on your firewall
– Install (and turn on) antivirus software
– Prevent staff from downloading
dodgy apps
– Keep all your IT equipment up to
date (‘patching’)
– Control how USB drives (and memory
cards) are used

Avoid phishing attacks
–	Report all attacks on the
Action Fraud site
– Configure accounts to reduce the
impact of successful attacks
– Check for the obvious signs of phishing
(typos, odd email addresses, etc.)

Keep your smartphones and
tablets safe

Defending yourself
from attacks

– Switch on password protection
– Keep your devices & apps up to date
– Make sure lost or stolen devices can
be tracked, locked or wiped
– Don’t connect to unknown
Wi-Fi Hotspots

– Identify a trusted IT provider who 		
can help manage the impact of a cyber
incident and establish if your customers
or suppliers are also at risk
– Call Action Fraud on 0300 123 2040
or report on the Action Fraud website
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Flood tips
20% of non-domestic property in the UK is at risk of
flooding. In 2007, floods affected over 7,000 businesses.
The average damage caused was between £56,000
and £90,000. In winter 2015-16, 5,000 businesses were
flooded. On average, small businesses lose over 50
working days when they are flooded and take 6-9 weeks
to get back in business. And the interruption is not to be
underestimated, loss of power to communications staff
being stuck at home and the physical damage itself
can all represent a major blow.
These tips will help your business be more prepared
If you’re based in Scotland,
you can find further local
advice here
For Welsh businesses,
please see here
And if you’re in Northern
Ireland, there’s more
information here

Check your flood risk through our
free online tools and resources
This connects you to flood maps,
commercial desktop flood risk
assessments and independent
on-site flood risk assessments.

Sign up for free flood alerts
A free text alert service is available
through the Environment Agency
in England, or through the Scottish
Environment Protection Agency in
Scotland, and/or the national Floodline
number (0345 988 1188). Equivalent
resources in Wales and Northern Island
are linked on the left side of this page.
Live flood risk information is also
available online through these services.

Prepare a flood plan

6

items, such as insurance details to help
speed up the recovery process following
the event.

Install flood resistance and/or
flood resilience
A resistance and/or resilience approach
can be adopted to protect your business.
Resistance measures prevent water
entering your business up to a certain
level, and resilience measures speed
up the recovery process if flood waters
enter your property. Speak to a surveyor
about the best options for reducing flood
impacts and recovering speedily if you
are affected.

Check out this video series
(or text version) from
FloodResilientBusiness.co.uk

A flood plan will let you know what action to
take in the event of a flood. Templates are
available online and will ensure that all the
information you will need is close at hand
and ready for use.

We’d especially recommend the features
on Insurance, Minimising Damage,
Understanding Local Risks and Keeping
Customers Informed.

Prepare a flood kit

If there’s a flood warning, act. Turn off
your gas, water and electricity and move
your possessions and key equipment out
of harm’s way. If there’s a severe flood
warning and you and your staff are in
immediate danger, call 999.

If you are stuck in your business due to
floodwater, a flood kit should give you
adequate supplies for up to three days
and will help keep you and your staff safe.
If you have to leave in an emergency
due to floodwater, a flood kit should also
contain your essential documents and

Know what to do
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Civil unrest tips
Following the 2011 riots, the Financial Times reported
that 48,000 local businesses – shops, restaurants, pubs
and clubs – suffered financial losses as a result of the
looting and rioting. The Association of British Insurers
said that the industry would pay out in excess of £200
million, with estimated losses in London indicated to
be in the region of £100m. Retailers lost at least 30,000
trading hours. Follow these tips to make your business
more resilient to civil unrest.

Top tips for small businesses on civil unrest
Write a business continuity plan

Civil unrest can be
unpredictable, but
preparation is key.
Make sure you’re prepared
in the event of a riot or
disturbance.

This will help you think about ways
to minimise and handle disruptions.

Protect your business from terrorism
Refer to the government’s National
Counter-Terrorism Security Office
to keep up to date with the latest official
guidance.

Watch the Stay Safe Film
Make sure that you and your staff watch
the Stay Safe Film for advice on steps
to stay safe in the rare event of a firearms
or weapons attack.
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Develop a Dynamic Lockdown
Procedure
In some situations, you might need
to lock down your site. Knowing how
to do this quickly and efficiently, as well
as communicating effectively throughout,
can make all the difference.
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Risk insurance tips
If the worse does happen, you can mitigate
your loss or damages by having the right
insurance cover for your business.

Follow these tips to ensure your
business is covered
Knowing that you’re
covered in an emergency
is great for peace of mind.
Eliminate doubt by taking
action now!

Get in touch with your
broker or insurer
Make sure you fully understand what
you’ve purchased and that your cover
is adequate and fit for purpose.
We suggest you ask about:
– Building cover
– Contents cover
– Business interruption cover
Discuss the risks that could affect your
business and your ability to trade. Make
sure you are covered against them. Advice
from an insurance expert will ensure cover
that is right for you and your business.

Read your insurance policy
Make sure you understand the exclusions.
If there’s anything excluded that you feel
you need, raise it with your insurer before
you need it.
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Make sure the cover limits and
information provided are up to date
and accurate. If there are warranties
or conditions to be complied with,
make sure you and all of your staff
are aware. Otherwise, you risk not
being covered when you make a claim.

Keep a copy of your policy safe
Save copies of your insurance policies
and schedule on your phone, email and
Cloud back-up and storage.

Save contact details
Who will you need to contact in case
of a loss? Remember, losses often occur
outside office hours so make sure you
have out of hours and holiday contact
details for your key insurance contacts.
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General
Resilience tips
Finally, responsible business is all about working
together to protect ourselves and ensure that
we’re able to keep moving forward, no matter what
happens. So, join the movement and make sure that
together, we’re ready. Because a successful business
is prepared for anything. The following tips will make
your business more resilient.

Sign up to Trading for Good

Be ready to communicate

This social community for small
businesses is devoted to recognising the
value of small business and promoting
their benefit to the economy and society.

Keep an up-tp-date list of key business
contacts (staff, insurers, customers and
suppliers) in a safe place, ideally off-site,
so that you can let everyone know if an
emergency strikes.

Create groups on messaging
applications such as WhatsApp.
The ability to share insights and
information will help you and your
fellow business people build greater
resilience locally.

Share the Resilience Plan
Your suppliers, customers and clients
need to be ready as well, so help us
spread the word. Their business is
your business too.
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Check your resilience plans regularly
If you take the tips in this plan, you’ll
be well on the way to greater resilience.
But it doesn’t stop there. Make sure to
update your plans every 3-6 months
so you’re always prepared.

Join the conversation
Tweet, post and share using the
hashtag #wouldyoubeready. Together,
we’ll put resilience on the national agenda.

